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INCIDENTS WE DEALT WITH

YOU ARE SMARTER, 
DON’T BE A VICTIM OF CYBER FRAUD!
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Want to be up-to-date on the latest Malware?
Join our advisory list  www.aecert.ae

You can request your own session, or join one
Learn more through www.aecert.ae

TOP 3 MALWARE OF THIS YEAR

WannaCry is a ransomware 
that targets exposed SMB 
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WannaCry Ransomware
Android Backdoor that can 
Silently Record Your Audio 

and Video

GhostCtrl
Flaw in WPA2 protocol lets 

attackers perform man in the 
middle attacks
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About aeCERT
The Computer Emergency Response Team (aeCERT) was established by Resolution 5/89 of 2008 issued by the Ministerial 
Council for Services. The team was established to improve the standards and practices of information security, and protect 
the IT infrastructure in the UAE from risks and violations, in conformity with the TRA strategy that aims at supporting and 
ensuring a safer cyber space for the residents of the UAE, both nationals and expatriates.

Detected an incident?
We are here to help!

047774003
incident@aecert.ae
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Denotes an incident through which an intruder gained control at the administrator 
level of any affected host. This class of incidents poses the highest risk for a 
system-wide compromise of the network.

Denotes an incident through which an intruder could gain access to the host at the 
administrator level or could possibly access sensitive information stored on the host. 
While this class of incident is extremely serious, the risk of a breach or compromise is 
not as urgent as with a critical incident.

Denotes a incident that may allowed an intruder to gain access to specific information 
stored on the host, including security settings. While not immediately associated with 
a compromise of an affected host, these incidents allow intruders to gain access to 
information that may be used to compromise the host in the future. 

Denotes that intruders may have collected sensitive information from the host, such 
as the precise version of software installed. With this information, intruders can 
easily exploit known vulnerabilities specific to them

Denotes incident that do not pose an immediate threat to the host or the network.
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Always use strong passwords for all your accounts

Strong passwords are at least eight characters 
long and contain numbers, special characters and 
capital letters

Download apps on your mobile only from trusted 
stores such as Google Play Store or Apple Store

Before disposing your mobile, ensure to securely 
wipe all the data

Before entering any data in a web page, 
verify that the URL starts with https:// and 
pay attention to any browser warnings

While connected to open public Wi-Fi. avoid 
sending confidential information or completing 
any online transactions

Awareness tips
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