
Advanced Notification of 

OpenSSL ‘Heartbleed’ vulnerability 
 

Security Advisory    AE-Advisory 15-037 

       Criticality  Critical  

 

Advisory Released On  13 November 2016 

         

 

Impact    

Discloses secret keys, which allows attackers to decrypt and eavesdrop on SSL 

encrypted communications and even impersonate internet service providers. 

 

Solution 

Upgrade to the newest version of OpenSSL. 

 

Affected Groups  

 All constituents using OpenSSL 1.0.1 through 1.0.1f and OpenSSL 1.0.2-beta 

 

CVE Reference 

 

CVE-2014-0160 

 

Summary 

 

As the leading trusted secure cyber coordination center in the region, aeCERT has 

the duty of warning its constituents about the OpenSSL ‘heartbleed’ vulnerability. 
This is a vulnerability that could allow a remote attacker to expose sensitive data, 

possibly even including secret keys through incorrect memory handling in the TLS 

heartbeat extension. Further details about the vulnerability are mentioned in the 

“Threat Details” section below. 
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Threat Details 

 

The heartbeat vulnerability allows anyone on the Internet to read memory of 

systems that are protected. This can be done by using vulnerable versions of 

OpenSSL to exploit the vulnerability and compromise secret keys used to identify the 

service providers and to encrypt the traffic, the names and passwords of the user 

and the actual content. This also allows attackers to eavesdrop on communications, 

to steal data directly from the services and users and to impersonate services and 

users. 

 

Fortunately, Symantec and other Certificate Authorities have issued pages where 

constituents can check if the vulnerability exists within their web servers. For 

Symantec’s example, enter the link below and then enter your domain to check for 

the existence of the vulnerability: 

 

https://cryptoreport.websecurity.symantec.com/checker/views/certCheck.jsp 

 

However, we also recommend that you check for the version of OpenSSL you are 

running on your web server. If the version found on the web server is in the list of 

the versions mentioned above (OpenSSL 1.0.1 through 1.0.1f and OpenSSL 1.0.2-

beta) and your web server is vulnerable then it is critically suggested that you move 

into the “Solution” section below and follow the steps mentioned. 
 

 

Solution  

 

The solution to this vulnerability is to upgrade to the newest version of OpenSSL. 

 

If this is not possible then it is advised for the constituent’s software developers to 

recompile the OpenSSL library with the handshake removed from the code by 

compile time option: 

 

 -DOPENSSL_NO_HEARTBEATS 

 

References 

 

https://www.us-cert.gov/ncas/alerts/TA14-098A 
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Contact Us 

 

aeCERT 

P.O. Box  116688  

Dubai, United Arab Emirates 

 

Tel  (+971)  4 230 0003 

Fax   (+971)  4 230 0100 

Email   info[at]aeCERT.ae 

 

For secure communications with aeCERT with regards to sensitive or vulnerability 

information please send your correspondences to aeCERT[at]aeCERT.ae 

 


