
WordPress REST API 

Content Injection Vulnerability 
 

Security Advisory    AE-Advisory 17-07 Criticality Critical  

 

Advisory Released On  6 February 2017 

         

 

Impact    

Allows an unauthenticated user to modify the content of any post or page within a 

WordPress site 

Solution 

Adhere the advices written under the solution section. 

 

Affected Platforms 

 WordPress version 4.7.0 or 4.7.1 

 

 

Summary 

 

As the leading trusted secure cyber coordination center in the region, aeCERT has 

researched and found about a new critical vulnerability in WordPress. An 

unauthenticated user is allowed to modify the content of any post or page within a 

vulnerable WordPress site. The vulnerability was silently fixed by the WordPress team in 

version 4.7.2 along with other less severe issues. Further information is explained in the 

Threat Details section below. 
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Threat Details 

 

The privilege escalation vulnerability affects the WordPress REST API that was recently 

added and is enabled by default in WordPress 4.7.0. One of these REST endpoints allows 

access to view, edit, delete and create posts and a bug allows visitors to edit any post on 

the website. If your WordPress version is 4.7.0 or 4.7.1, please refer to the solution 

section below to eliminate the chances of being a victim of this vulnerability. 

 

Technical Details: 

 

The file that is affected is in /wp-includes/rest-api/endpoints/class-wp-rest-posts-

controller.php 

 

 
 

The ID request parameter in controller.php is supposed to be populated with digits. An 

example would be a request to /wp-json/wp/v2/posts/1234 where the ID parameter 

will be set to 1234. However, the REST API prioritizes $_GET and $_POST values over the 

ones generated by regular expressions thus making it possible for attackers to send 

abnormal requests like: /wp-json/wp/v2/posts/1234?id=12345helloworld – which will 

assign 1234helloworld to the ID parameter which is now more than just digits. 

 

Furthermore, the update_item and its permission check method 

update_item_permissions_check passes alphanumeric ID value directly to the 

get_post() function. This function checks if the post exists already and whether the user 

has permission to edit this post or not. Sending an ID that doesn’t have a corresponding 

post to it will just pass through the permission check and allows executing of requests to 

the update_item method. 
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Solution 

 

This vulnerability can be fixed by updating to version 4.7.2. Website Administrators are 

also recommended to enable automatic updates on their website if they haven’t done 
so already. 
 

Contact Us 

 

aeCERT 

P.O. Box  116688  

Dubai, United Arab Emirates 

 

Tel  (+971)  4 230 0003 

Fax   (+971)  4 230 0100 

Email   info[at]aeCERT.ae 

 

For secure communications with aeCERT with regards to sensitive or vulnerability 

information please send your correspondences to aeCERT[at]aeCERT.ae 


