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Advisory, Education and Awareness

aeCERT participated in diffrent events for this Month, below are some details:

AECERT EVENTS

aeCERT has been on media as below :

AECERT MEDIA

NEWS

aeCERT Participates in the Activities of IDEX 2017

The Telecommunications Regulatory Authority (TRA), represented by the Computer Emergency Response 
Team (aeCERT) and the Spectrum Management Affairs Department, participates in the activities of IDEX 
2017 Exhibition and Conference, launched today in Abu Dhabi National Exhibition Center (ADNEC), and 
lasts for five days. 

The aeCERT participation for this year includes significant topics and challenges in relation to cyber 

security, most importantly, an awareness presentation to highlight the enormous damage that may result 

from the abuse of the Internet of Things (IoT) in the absence of awareness among users about the 

methods of adjusting the settings securely. The team also presents the data leakage detection system, 

which assists the affiliates from different government entities to detect confidential data related to the 

entities, and which have been published mistakenly. It can also detect security vulnerabilities that could 

be exploited to carry out cyber-attacks. The visitors will be able to review the smart threats analysis 

system, which collects data on hacking incidents and associated evidence, as well as detecting sensitive 

undetected data that has been leaked by hackers. 

aeCERT Participated in IDEX 2017
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Advisory, Education and Awareness

The workshops under the information security awareness campaign cover a wide range of 
topics. The graph below displays the number of sessions conducted for each topic.

SESSIONS BREAKDOWN

aeCERT conducts a number of workshops under the advisory, education and awareness services. These workshops emphasizes 

its role in spreading information security awareness across the corporate level and the role of the employees in protecting their 

organization.

SECURITY AWARENESS PROGRAMS - DEMOGRAPHICS
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Securing Email

You Are The Target

Cyber Blackmailing

Awareness workshop for children

Awareness workshop for teenagers



Following is a breakdown of incidents grouped by types that aeCERT team handled and responded at various and constituents sectors.  

aeCERT provides incident handling to support selected constituents. This service includes information and evidence gathering to 
internationally acceptable evidentiary standards.

ATTACK VECTORS

Government sector experienced 
2 Phishing/Fraud
1 Web Defacement
2 Malicious Code
1 Scans / Probes
2 Unknown Weaknesses
15 Other

GOVERNMENT

PRIVATE

Banking sector experienced 
4 Phishing/Fraud
1 Other

BANKING & ENERGY

4

1

Banking $ Energy

Phishing/Fraud Other

PHISHING
is the act of attempting to acquire 
information such as usernames, 
passwords, and financial data by 
masquerading as a trustworthy 
entity.

WEBSITE 

DEFACEMENT
is an attack on a website that 
changes the visual appearance of 
the site or a webpage. These are 
typically the work of attackers, 
who break into a web server and 
replace the hosted website with 
one of their own.

MALICIOUS CODE
is used to disrupt computer 
operation, gather sensitive 
information, or gain access to 
private computer systems.

DENIAL OF SERVICE
is an attempt to make a machine 
or network resource unavailable 
to its intended users.

SCAN
is an attack to a server or host 
for identifying open ports.

UNAUTHORIZED 

ACCESS
occurs when an attacker 
attempts to access an area of a 
system they should not be 
accessing.

INAPPROPRIATE 

CONTENT
is the prohibited information. 
These include, but are not limited 
to child abuse, pornography, 
illegal activities, and 
terrorist-related material.

Incident  Response

Private sector experienced 
3 Phishing/Fraud
29 Web Defacement
45 Inappropriate Content
6 Unauthorized Access
1 Stolen Credentials
2 Other
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Following is a breakdown of incidents grouped by impact that aeCERT team handled and responded at various and constituents sectors. 

IMPACT OF INCIDENTS

CRITICAL
denotes an incident through 
which an intruder gained 
control at the administrator 
level of any affected host. 
This class of incidents poses 
the highest risk for a 
system-wide compromise of 
the network.

HIGH
denotes an incident through 
which an intruder could gain 
access to the host at the 
administrator level or could 
possibly access sensitive 
Information stored on the 
host. While this class of 
incident is extremely serious, 
the risk of a breach or 
compromise is not as urgent 
as with a critical incident.

LOW
denotes that intruders may 
have collected sensitive 
information from the host, 
such as the precise version of 
software installed. With this 
information, intruders can 
easily exploit known 
vulnerabilities specific to.

INFORMATIONAL
denotes incident that do not 
pose an immediate threat to 
the host or the network.

MEDIUM
denotes an incident that may 
allowed an intruder to gain 
access to specific information 
stored on the host, including 
security settings. While not 
immediately associated with 
a compromise of an affected 
host, these incidents allow 
intruders to gain access to 
information that may be used 
to compromise the host in 
the future.

Government sector experienced 
the most of number of serious 
incidents with 3 Medium impact 
and 2 Low, 2 Critical, and 16 

informational

GOVERNMENT

Semi-Government sector did not 
experienced any incident this 
month

SEMI-GOVERNMENT

Private sector experienced 49 
Informational, 36 Low and 1 
Critical impact.

PRIVATE

Banking sector experienced 1 
Informational and 3 Medium  
incident this month

BANKING

Energy sector experienced  1 
Medium incident this month
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01%

STOLEN CREDENTIALS

A leak of Usernames and passwords.

38%

INAPPROPRIATE

CONTENT

Inappropriate content is any information, images, 
videos or material that is explicit, inappropriate or 
disturbing for young children or adults.

03%

MALICIOUS 

CODE

Malicious codes are harmful codes 
in a system or a script that cause 
vulnerabilities in a system such as 
security breaches, backdoors, 
system damage, etc. 

09%

PHISHING

/ FRAUD

Phishing attack is a social engineering attack in which 
users are tricked into giving their personal 

information, in most cases they are tricked into 
giving their login username and password or 

credit card information, which can be use to 
extract more information about the user or 

to commit crimes while masquerading as 
the victim. These attacks are most 

commonly carried out by email 
spoofing.

26%

WEB

DEFACEMENT

Website defacement is a cyber-attack in 
which an unauthorized user hacks into a 
website through a breach/hole in the web 
server's security, and changes the 
appearance of the website; most attackers 
only deface the homepage of the website, 
while others deface the entire website.

05%

UNAUTHORIZED

ACCESS

Unauthorized access is the act of gaining 
access into any computer, website, server, 
network, etc.  Illegally.

15%
OTHERS Others are the personal information 

that attackers are able to get from their 
victims through social engineering or 
hacking.

TOP INCIDENTS 

aeCERT provides support and advice during remediation and recovery from security incidents. Following is a breakdown of incidents grouped 
by categories that aeCERT team handled and responded.          

01%

SCANS / PROBS

Scans/Probes are methods used to find 
objects such as AP's, ports, networks, etc. 
using specific tools.

9%

26%

3%

38%

5%

1%

1%

2%

15%
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Summary:

aeCERT found about a new open redirect web 
vulnerability in Cisco’s Webex Meeting software. 
The vulnerability allows remote attackers to 
execute external URLs by the internal 
web-application requests via client-side.

Solution:

This vulnerability can be patched by a secure 
restriction that only redirects to whitelisted 
source locations. Also, improve the jump 
parameter to ensure that the performed request 
does not redirect a victim to an illegal external 
source via Cisco’s Webex software.

About aeCERT
The United Arab Emirates Computer Emergency Response Team (aeCERT) is a cyber-security coordination center established 
under the supervision of Telecommunications Regulatory Authority (TRA). The aim of aeCERT is to improve UAE’s overall cyber 
security condition by coordinating the cyber information sharing and proactively coping with the cyber risks associated to the 
UAE. aeCERT also focuses on providing advice to the UAE government and educational sectors regarding information security.
C
omputer Emergency Response Teams (CERTs) around the globe play a vital role in preventing cyber security incidents as they 
are recognized as a trusted and authoritative organization devoted to improve overall security of computer systems and 
networks. aeCERT coordinates response of internet security incidents with other CERTs and use a proactive approach to secure 
systems. aeCERT collaborates with different sectors of the government, law enforcement and education to design policies and 
methodologies to counter cyber threats.

aeCERT coordinates with other CERTs around the globe and share their findings. This provides collaboration opportunities to 
researchers, which eventually improves the posture of information security.

Advisories

Cisco Webex Meeting
Summary:

aeCERT has researched and found out about a 
ransomware family called SPORA which is also 
known as “RANSOM_SPORA.B”. This Trojan is 
dropped by other malware or as a file 
downloaded unknowingly by users when visiting 
malicious websites. It is able to encrypt files in the 
infected machine, rendering them inaccessible. 
Further details are explained in the attached 
advisory.

Ransomware 

Summary:

aeCERT has researched and found about a new 
critical vulnerability in Microsoft Windows. The 
vulnerability is a memory corruption in the 
handling of SMB traffic. SMB is an 
application-layer network protocol mainly used 
for providing shared access to files, printers and 
miscellaneous communications between nodes 
on a network. Unauthenticated attackers are able 
to cause a denial of service on a vulnerable 
system and further information is explained in the 
Threat Details section in the attached Advisory.

Solution:

As of the time of this advisory we believe that 
there is no solution to this vulnerability. However, 
there is a workaround to it:

� Block outbound SMB connections (TCP ports 
139 and 445) and (UDP ports 137 and 138) from 
the local network to the WAN.

Critical SMB Bug Vulnerability 

in Microsoft Windows

Summary:

aeCERT has researched and found about a new 
critical vulnerability in WordPress. An 
unauthenticated user is allowed to modify the 
content of any post or page within a vulnerable 
WordPress site. The vulnerability was silently 
fixed by the WordPress team in version 4.7.2 
along with other less severe issues. Further 
information is explained in the Threat Details 
section in the attached Advisory.

WordPress REST API

Summary:

aeCERT has researched and found out about 
Cisco recently becoming aware of an issue 
related to a component supplied by one supplier. 
Cisco will provide replacement products for 
those products under warranty or covered by any 
valid services contract dated as of November 16, 
2016, which have this component.

:

Cisco Clock Signal 

Component
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