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Advisory, Education and Awareness

The workshops under the information security awareness campaign cover a wide range of 
topics. The graph below displays the number of sessions conducted for each topic.

SESSIONS BREAKDOWN

aeCERT conducts a number of workshops under the advisory, education and awareness services. These workshops emphasizes 

its role in spreading information security awareness across the corporate level and the role of the employees in protecting their 

organization.

SECURITY AWARENESS PROGRAMS - DEMOGRAPHICS

The constituents are 
the targeted 

beneficiaries of the 
awareness campaign.

CONSTITUENTS 

100%

aeCERT conducts workshops at various 
industry verticals. Breakdown of top 

three is shown below.
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Following is a breakdown of incidents grouped by types that aeCERT team handled and responded at various and constituents sectors.  

aeCERT provides incident handling to support selected constituents. This service includes information and evidence gathering to 
internationally acceptable evidentiary standards.

ATTACK VECTORS

Government sector experienced 
7 Phishing/Fraud 
6 Web Defacement 
3 Malicious Code 
1 Unauthorized Access 
3 Unknown Weaknesses 
1 Other
 

GOVERNMENT
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Government
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Unauthorized Access Unknown Weaknesses Other

Semi- Government + Private
sectors experienced 
25 Phishing/Fraud 
8 Web Defacement 
3 Inappropriate Content 
8 Scans / Probes 
1 Denial of Service 
1 Other 
1 System Abuse 

SEMI- GOVERNMENT + PRIVATE
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2

2
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Banking , Academia & Energy
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Banking , Academia & Energy
sectors experienced 
12 Phishing/Fraud 
2 Web Defacement 
2 Denial of Service 
1 Other 

BANKING , ACADEMIA & ENERGY

PHISHING
is the act of attempting to acquire 
information such as usernames, 
passwords, and financial data by 
masquerading as a trustworthy 
entity.

WEBSITE 

DEFACEMENT
is an attack on a website that 
changes the visual appearance of 
the site or a webpage. These are 
typically the work of attackers, 
who break into a web server and 
replace the hosted website with 
one of their own.

MALICIOUS CODE
is used to disrupt computer 
operation, gather sensitive 
information, or gain access to 
private computer systems.

DENIAL OF SERVICE
is an attempt to make a machine 
or network resource unavailable 
to its intended users.

SCAN
is an attack to a server or host 
for identifying open ports.

UNAUTHORIZED 
ACCESS
occurs when an attacker 
attempts to access an area of a 
system they should not be 
accessing.

INAPPROPRIATE 
CONTENT
is the prohibited information. 
These include, but are not limited 
to child abuse, pornography, 
illegal activities, and 
terrorist-related material.

Incident  Response
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Following is a breakdown of incidents grouped by impact that aeCERT team handled and responded at various and constituents sectors. 

IMPACT OF INCIDENTS

CRITICAL
denotes an incident through 
which an intruder gained 
control at the administrator 
level of any affected host. 
This class of incidents poses 
the highest risk for a 
system-wide compromise of 
the network.

HIGH
denotes an incident through 
which an intruder could gain 
access to the host at the 
administrator level or could 
possibly access sensitive 
Information stored on the 
host. While this class of 
incident is extremely serious, 
the risk of a breach or 
compromise is not as urgent 
as with a critical incident.

LOW
denotes that intruders may 
have collected sensitive 
information from the host, 
such as the precise version of 
software installed. With this 
information, intruders can 
easily exploit known 
vulnerabilities specific to.

INFORMATIONAL
denotes incident that do not 
pose an immediate threat to 
the host or the network.

MEDIUM
denotes an incident that may 
allowed an intruder to gain 
access to specific information 
stored on the host, including 
security settings. While not 
immediately associated with 
a compromise of an affected 
host, these incidents allow 
intruders to gain access to 
information that may be used 
to compromise the host in 
the future.

Government sector experienced 
the following impact:
4 Informational 
7 Medium 
10 Critical 

GOVERNMENT

Semi-Government sector 
xperienced the following impact:
1 High 
1 Critical  

SEMI-GOVERNMENT

Private sector experienced the 
following impact.
4 Informational 
31 Low 
2 Medium 
1 High 
7 Critical 

PRIVATE

Banking sector experienced the 
following impact.
7 Medium
2 High

BANKING

Academia & Energy sectors 
experienced the following 
impact.
1 Informational 
5 Medium 
2 Critical 

ACADEMIA + ENERGY

4

7

10

Government

Informa�onal Medium Cri�cal

11

Semi- Government

High Cri�cal

4

31

2

1
7

Private

Informa�onal Low Medium High Cri�cal

7

2

Banking

Medium High

1

5

2

Academia + Energy

Informa�onal Medium Cri�cal



01%

SYSTEM ABUSE

Spam is any unsolicited or undesired electronic 
messages (emails, messages, etc.). They usually 

contains advertisements.

04%

INAPPROPRIATE

CONTENT

Inappropriate content is any information, images, 
videos or material that is explicit, inappropriate or 
disturbing for young children or adults.

04%

MALICIOUS 

CODE

Malicious codes are harmful codes 
in a system or a script that cause 
vulnerabilities in a system such as 
security breaches, backdoors, 
system damage, etc. 

51%

PHISHING

/ FRAUD

Phishing attack is a social engineering attack in which 
users are tricked into giving their personal 

information, in most cases they are tricked into 
giving their login username and password or 

credit card information, which can be use to 
extract more information about the user or 

to commit crimes while masquerading as 
the victim. These attacks are most 

commonly carried out by email 
spoofing.

19%

WEB

DEFACEMENT

Website defacement is a cyber-attack in 
which an unauthorized user hacks into a 
website through a breach/hole in the web 
server's security, and changes the 
appearance of the website; most attackers 
only deface the homepage of the website, 
while others deface the entire website.

01%

UNAUTHORIZED

ACCESS

Unauthorized access is the act of gaining 
access into any computer, website, server, 
network, etc.  Illegally.

02%
OTHERS Others are the personal information 

that attackers are able to get from their 
victims through social engineering or 
hacking.

TOP INCIDENTS 

aeCERT provides support and advice during remediation and recovery from security incidents. Following is a breakdown of incidents grouped 
by categories that aeCERT team handled and responded.          

08%

SCANS / PROBS

Scans/Probes are methods used to find 
objects such as AP's, ports, networks, etc. 
using specific tools.

51%

19%

4%

4%

1%
8%

4%

4%
4%

1%
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Summary:

aeCERT has researched and found out that 
different hacking groups are sending DDoS attack 
threats to several Banks in UAE. These groups are 
known for some of the biggest DDoS attacks in 
the past two years.

Threat Details:

Few banks in UAE received a DDoS attack threat 
that appears to come from a known hacking 
group. The bank was asked to send 22 BTC to a 
specific Bitcoin address before 12th of August or 
they will be DDoSed by the group.

Our internal research uncovered that different 
hacking groups provide DDoS attack as a service. 
They have a platform for hackers to register and 
select a DDoS attack package based on the attack 
size that starts from 35Gbps till 500Gbps.

This allows any small group of hackers without 
any technical skills to perform big DDoS attacks 
with as little as 19.99 USD.

About aeCERT
The United Arab Emirates Computer Emergency Response Team (aeCERT) is a cyber-security coordination center established 
under the supervision of Telecommunications Regulatory Authority (TRA). The aim of aeCERT is to improve UAE’s overall cyber 
security condition by coordinating the cyber information sharing and proactively coping with the cyber risks associated to the 
UAE. aeCERT also focuses on providing advice to the UAE government and educational sectors regarding information security.
C
omputer Emergency Response Teams (CERTs) around the globe play a vital role in preventing cyber security incidents as they 
are recognized as a trusted and authoritative organization devoted to improve overall security of computer systems and 
networks. aeCERT coordinates response of internet security incidents with other CERTs and use a proactive approach to secure 
systems. aeCERT collaborates with different sectors of the government, law enforcement and education to design policies and 
methodologies to counter cyber threats.

aeCERT coordinates with other CERTs around the globe and share their findings. This provides collaboration opportunities to 
researchers, which eventually improves the posture of information security.

Advisories

DDoS Attack Threat

Summary:

aeCERT has researched and found out about 
several entities that has been infected by
email spams which contains a macro virus that 
has a ransomware attached.
A ransomware is a malware which encrypts the 
data on any infected machine and will
not be decrypted by the attacker until the victim 
pays the ransom that the attacker
requested.

Threat Details:

On the 16th of August 2016, two entities reported 
that they have been infected with a ransomware 
after some employees accidently clicked on the 
attachment of what seemed to be a spam email 
from orderconfirmation@esab.co.uk , which 
contained a macro virus. The next day other 
entities also reported that they have been 
receiving several email spams from the same 
email address. 

A macro virus is a virus written in macro 
language that infects software applications such 
as Microsoft Office (i.e: Microsoft Word, Microsoft 
Excel, Microsoft Powerpoint …etc.), this virus 
usually causes a sequence of commands/actions 
to be performed automatically when the 
program is opened or when the code is triggered, 
most of these applications have the extension 
ending with an M; which stands for macro (i.e: 
.DOCM, .XLM, .PPTM …etc).

Ransomware Attack from 

Spam Emails.
Summary:

aeCERT has researched and found out about a 
Zero day vulnerabilities that affects the iPhone 
iOS 9.3.4 and earlier where emails, phone calls, 
messages and more are fully exposed to the 
attacker. 

The vulnerabilities are collectively called 
“Trident”, which are currently patched in iOS 
version 9.3.5 they include the following: 

� CVE-2016-4655 Memory Corruption in Webkit.
� CVE-2016-4656 Information leak in Kernel. 
� CVE-2016-4657 Kernel Memory corruption.

Threat Details:

The “Trident” vulnerabilities contain three 
zero-day iOS flaws which effectively force the 
iPhone to jailbreak. If the attacker successfully 
exploits these vulnerabilities he/she will gain 
access to the device’s kernel which is the core of 
the operating system.

This specifically means that it gives full access to 
read the contents of the emails, messaging 
applications as well as calendars. Moreover the 
spy can turn on the camera, the microphone and 
install any new applications.

iOS Zero-Day Vulnerability
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