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Impact    

Allows a remote and unauthenticated attacker to cause a denial of service on a 

vulnerable system 

Solution 

Adhere the advices written under the solution section. 

 

Affected Platforms 

 Microsoft Windows 

 

CVE Reference 

 CVE-2017-0016 

 

Summary 

 

As the leading trusted secure cyber coordination center in the region, aeCERT has 

researched and found about a new critical vulnerability in Microsoft Windows. The 

vulnerability is a memory corruption in the handling of SMB traffic. SMB is an 

application-layer network protocol mainly used for providing shared access to files, 

printers and miscellaneous communications between nodes on a network. 

Unauthenticated attackers are able to cause a denial of service on a vulnerable system 

and further information is explained in the Threat Details section below. 
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Threat Details 

 

The vulnerability consists of a bug in Microsoft Windows where it fails to properly 

handle traffic from a malicious service. In further details, Windows fails to handle a 

specially-crafted response from a server. The response contains too many bytes 

following the SMB2TREE_CONNECT response structure.  

 

By connecting to a malicious SMB server, a vulnerable Windows client system may crash 

or a blue screen of death (BSOD) may appear in mrxsmb20.sys. Authorized entities were 

able to reproduce the vulnerability and confirm the crashing of a fully patched Windows 

10 and Windows 8.1 client systems as well as the server equivalents of them, Windows 

Server 2016 and Windows Server 2012 R2.  

 

There may be a number of ways that can be used to make a Windows system connect to 

an SMB share, some might not even require user interaction. 

 

Solution 

 

As of the time of this advisory (5
th

 February 2016), we believe that there is no solution 

to this vulnerability. However, there is a workaround to it: 

 

 Block outbound SMB connections (TCP ports 139 and 445) and (UDP ports 137 

and 138) from the local network to the WAN. 

 

Contact Us 

 

aeCERT 

P.O. Box  116688  

Dubai, United Arab Emirates 

 

Tel  (+971)  4 230 0003 

Fax   (+971)  4 230 0100 

Email   info[at]aeCERT.ae 

 

For secure communications with aeCERT with regards to sensitive or vulnerability 

information please send your correspondences to aeCERT[at]aeCERT.ae 


