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Impact   

Encrypts all files making them un-accessible. 

 

Solution 

 Refer to the Solution section below 

 

Affected Platforms 

 All version of Windows Operating System. 

Summary 

 

aeCERT has researched and found out about a new Odin Ransomware. Odin 

Ransomware is the latest version of the infamous Locky ransomware. As we know, 

previously it added .locky and .zepto extensions where now it uses .odin extension.  

 

This new threat has many similarities to the Locky ransomware where it is distributed 

through spam emails. These emails have ZIP attachments that contain JavaScript files 

that can be run directly on Windows without the need of any additional software. 
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Threat Details 

 

Today, as a new Locky Ransomware variant was discovered where it switches from the 

.ZEPTO extension to the .ODIN extension for encrypted files. It is important to note that 

if you are infected with this ransomware, you are infected with the Odin Ransomware. 

 

Like the previous variants, this sample is being 

spread through WS, JS email attachments attached 

to SPAM emails. If a recipient double-clicks on one 

of these script files. It will download an encrypted 

DLL installer, decrypt it and execute it using the 

legitimate Windows program called Rundll32.exe. 

 

Once executed, Locky will encrypt a victim’s file then 

rename them to .ODIN extension.For example, 

test.jpg may be renamed as:  

 

4FBZ44IG-S474-7GEF-3C7B-4B22862C2224.odin 

 

The files are renamed using the following: 

 “[Victim ID]-[4 symbols]-[12 symbols].odin” 

 

Following successful encryption, Odin creates three 

files  

 _5_HOWDO_text.html  

 _HOWDO_text.bmp [set as the desktop wallpaper] 

 _HOWDO_text.html [places them on the desktop] 

 

Screenshot of a message encouraging users to contact the developers of Odin 

ransomware to decrypt their compromised data: 
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Solution 

 

As of now; the solution contains of mitigation strategies which can prevent having the 

discussed Ransomware where individuals and organizations wishing to avoid being 

compromised by these should adhere to the following advice:  

 

 Ensure that software on computers, servers and web applications is being 

regularly updated to prevent known vulnerabilities from being exploited  

 Treat unsolicited emails with suspicion. Targeted attacks frequently distribute 

malware through malicious links and attachments in emails.  

 Keep security software up-to-date with the latest definitions  

 

Finally, you need to insure that the following backups are functioning on your latest 

updates. It is also recommended that you have your backup files stored in an offline DR 

site to avoid a complete data loss in case of any ransomwares in the future. 

 

Contact Us 

 

aeCERT 

P.O. Box  116688  

Dubai, United Arab Emirates 
 

Tel  (+971)  4 230 0003 

Fax   (+971)  4 230 0100 

Email   info[at]aeCERT.ae 

 

For secure communications with aeCERT with regards to sensitive or vulnerability 

information please send your correspondences to aeCERT[at]aeCERT.ae 


