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Team Monthly UAE report on technology, trends
and other information security subjects
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Phishing/

Detected an incident? @ 047774003

We are here to help! incident@aecert.ae

TOP 3 MALWARE OF THIS MONTH

Oy0,

Ropemaker Exploit SMBLoris - Vulnerability FINSPY - Malware
Ropemaker changes the content of A denial of service attack Malware that spreads

emails after their delivery to add that targets Windows via man in the middle
malicious URLs and corrupt records Machines attack

Want to be up-to-date on the latest Malwares?
Join our advisory list www.aecert.ae

YOU ARE SMARTER,
DON'T BE A VICTIM OF CYBER FRAUD!

Awareness tips 93%

B Always scan email attachments with an up to :
/ ° Happiness

date antivirus program before opening them

B Check the sender of the email before opening :‘

Y

Our awareness
sessions for

this month

Attendees

the email

B Never forward spam email and simply delete it

B Never click on suspicious links received via
email

You can request your own session, or join one
Learn more through www.aecert.ae
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About aeCERT

The Computer Emergency Response Team (aeCERT) was established by Resolution 5/89 of 2008 issued by the Ministerial
Council for Services. The team was established to improve the standards and practices of information security, and protect
the IT infrastructure in the UAE from risks and violations, in conformity with the TRA strategy that aims at supporting and
ensuring a safer cyber space for the residents of the UAE, both nationals and expatriates.



