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Impact
Compromise of machines in a network which might lead to the compromising of a whole network

Solution
Refer to the "Solution" section below

Summary
aeCERT has researched and found out about a new critical malware targeting the government
and banking sectors in the world. The 'fileless' malware is supposedly injected through
PowerShell scripts with administrative accounts being hacked by the attackers in the first place.
Tools such as Metasploit, Mimikatz and NetSH are being used for injecting malcious code within
the physical memory of a machine. Further details are explained in the Threat Details section
below.

Threat Details
According to a forensics analysis performed by a trusted authorized entity, it showed that the
Meterpreter (an extensible payload that uses in-memory DLL stagers to extend over a network at
runtime) code is downloaded and injected into the memory using PowerShell (a scripting
language used by Microsoft Windows) commands. They have also found that Microsoft's NetSH
networking tool was being used to transport data from the
infected machine to the command and control (C&C) server of the attacker.

Obtaining the administrative accounts/privileges was through a technique called password
harvesting. Using Mimikatz (a tool used for password harvesting and extraction of plaintext
passwords, PIN codes and so on from a machine's memory), the attacker is able to collect the
passwords of the administrative accounts on the domain of the infected machine. Then, to reduce
the amount of logs, the attacker stashes the PowerShell commands into the registry, thus making
it harder for investigations later.

There are still no guaranteed attack vectors however, there are possible chances of them being
SQL Injection vulnerabilities and exploits targeting WordPress plugins and WordPress content
management applications.
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Solution
The following list is for the indicators of comprimise for each constituent to investigate with their
network/security administration teams:

Analyze the following Windows Registries:

• HKLM\SYSTEM\ControlSet001\services\ – path will be modified after using the SC utility
• HKLM\SYSTEM\ControlSet001\services\PortProxy\v4tov4\tcp – path will be modified after using
the NETSH utility

In unallocated space in the Windows registry, the following artefacts might be found (x.x.x.x
refers to the attacker's IP address):

powershell.exe -nop -w hidden -e
x.x.x.x/8080
x.x.x.x/4444
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