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Impact  

A vulnerability in Windows Search service that allows attackers to take control of an 

affected system. 

Solution 

Adhere the advices written under the solution section. 

 

Affected Platforms 

 Windows Operating System (OS) 
 

Summary 

 

As the leading trusted secure cyber coordination center in the region, aeCERT has 

researched and found about a newly discovered vulnerability currently named as 

“Windows Search Remote Code Execution (RCE) Vulnerability”, with CVE ID of “CVE-2017-

8620”. Windows Search RCE vulnerability is specific to Windows OS and it allows attackers 

to take control of an affected system. This vulnerability is exploitable through sending 

specially crafted messages to Windows Search service. 
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Vulnerability Details 

 

Windows Search RCE vulnerability allows attackers to take control of an affected system 

using Windows Search which is enabled by default in all Windows computers.  

 

 

Other than controlling the system, a successful attack on the vulnerability will enable the 

creation of new accounts with full privileges, installation of programs; in addition to 

viewing, changing, or deleting data. It is also possible for the attacker to spread worms 

using the vulnerability. On the contrary, failed attacks will cause a denial of service 

conditions rendering the system unusable. Furthermore, this vulnerability is exploitable 

through sending specially crafted messages to Windows Search service. An attacker could 

make use of a SMB connection to remotely trigger the vulnerability allowing for full 

control on the affected system, additionally the SMB request could be used to execute 

code on the target’s machine. 
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Solution 

 

Entities are recommended to apply Microsoft’s August 2017 Patch to fix Windows 

Search RCE vulnerability along with 47 other security issues. 

In cases where it is not possible to update the system and apply the patch, then it is 

recommended to disable WSearch service. 
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For secure communications with aeCERT with regards to sensitive or vulnerability 

information please send your correspondences to aeCERT[at]aeCERT.ae 

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-8620
https://www.symantec.com/security_response/vulnerability.jsp?bid=100034&om_rssid=sr-advisories

