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Impact    

The vulnerability could be used by an unauthenticated remote attackers to achieve 

remote arbitrary code execution in the context of a web server and could be used to 

remotely compromise targeted web applications. 

Solution 

Adhere the advices written under the solution section. 

 

Affected Platforms 

 PHPMailer version 5.2.20 and prior (0day Patch Bypass/exploit) 

 

 

CVE Reference 

 CVE-2016-10045 

 

Summary 

 

As the leading trusted secure cyber coordination center in the region, aeCERT has 

researched and found about a new critical PHPMailer bug tied to the way websites 

handle email and feedback forms is leaving millions of websites hosted on popular web-

publishing platforms such as WordPress, Drupal and Joomla open to attack. 
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Threat Details 

 

The flaw was disclosed by researcher Dawid Golunski of Legal Hackers, who said the 

vulnerability could be used by an unauthenticated remote attackers to achieve remote 

arbitrary code execution in the context of a web server and could be used to remotely 

compromise targeted web applications. 

 

To exploit the vulnerability an attacker could target common website components such 

as contact/feedback forms, registration forms, password email resets and others that 

send out emails with the help of a vulnerable version of the PHPMailer class. 

 

Solution 

 

You are vulnerable if you are using a user-supplied “From” address. For example: 

 
$mail->setFrom($_POST['email']); 

 

This is a quite common pattern seen on “contact us” pages. However, this is bad 

practice because it’s forging the “from” address, and so it will likely fail SPF and DMARC 

checks therefore, you will have difficulty getting messages delivered. The correct way to 

do this is: 

 
$mail->setFrom('contact@example.com'); //Send from a fixed, valid address in 

your own domain, perhaps one that allows you to easily identify that it 

originated on your contact form 

$mail->addAddress('me@example.com'); //Send to a fixed, valid address in your 

own domain 

$mail->addReplyTo($_POST['email']); //The submitter's address (supposedly) - 

this is automatically validated before it's accepted so you should check the 

return value from this function 

 

You are also safe if you’re using PHPMailer’s SMTP transport ($mail->isSMTP() in your 

code), as it does not execute shell commands. 

 

You’re also protected if you use postfix as your mail server, because postfix lacks 

support for sendmail’s –x options that permits the creation of executable commands. 

 

 

Note: 

A software update (PHPMailer 5.2.21) was made available to fix the vulnerability. 
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Contact Us 

 

aeCERT 

P.O. Box  116688  

Dubai, United Arab Emirates 

 

Tel  (+971)  4 230 0003 

Fax   (+971)  4 230 0100 

Email   info[at]aeCERT.ae 

 

For secure communications with aeCERT with regards to sensitive or vulnerability 

information please send your correspondences to aeCERT[at]aeCERT.ae 


